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Apxikn 16€a arm

YAormoinon evog Bactkou Tuprva yia ARM emne€epyaoth.

e Atenayn avapeoa oe User Applications kat Hardware.
e Alaxeiplon dlepyactwy Kat pvnung.
e Alaxeiplon Twv hardware cuokevwv peow drivers.

EmttAoyn tou Raspberry Pi wg development board:

e  ®ONVES - AlaBeotpeg ocvokevég (Pi Zero W ~ 10€).
e [loAU peyalo community yia bare-metal development.
e KaAd Documentation yla Ta mepupepeLakad Kat AELTOVPY LA TOU (axkat tooo TeAkd..)

YrootnptEn mupnva (kernel) yia 2 dtapopeTiKEG apxLTEKTOVIKES Kat Pi boards:

Raspberry Pi Board ApPXLTEKTOVIKN Chip Enefepyaotnic ARM
Family
PiZero W 32-bit - Aarch32 BCM2835 ARM1176jzf ARMvV6
Pi4 64-bit - Aarch64 BCM2711 ARM Cortex-A72 ARMvVS8-A



https://elinux.org/BCM2835_datasheet_errata

ARMv6-ARMV7 vs. ARMv8

ApPKETA SLAPOPETIKES APXLTEKTOVLKEG:

e Instruction Set:

o  32-bit vs. 64-bit Architecture and Assembly Language
e Processor State:

o  Current Program Status Register - CPSR

o  MoAMAoi System Registers mouv kaBopi¢ouv to state - PSTATE
e Exception Levels:

o  Privilege Levels-PLO, PL1, PL2

o  Exception Levels-ELO, EL1, EL2, EL3

Decreasing privilege

Exception Levels kaBopidouv:

e Alkalwpata mpocpacng oTnv Pvaun.
e Awawwpata mpdéoBacng o€ KATAXWPNTES CUOTHKATOG.

>

ELO

EL1

EL2

EL3

Application

Rich OS

Hypervisor

Firmware

e Aivouv tnv duvatoTtnTa yla anopovwon Twy EQAPHOYwV, yla HEYaADTEPN AOPAAELQ.

“

Increasing privilege



Custom Kernel - Bare Metal Applications

O kwdLKkag ov ypagpoupe dev Ba TPEEEL KATW amod KAToLo AeLTOLPYLKO Z0oTnua (WAAAov avtog Ba eivat To
AZ), UTIAPXOULV KATIOLEG TIPOUTIOOETELG TIOL TIPETIEL VA EEPOVE:

e Aev umapyel virtual memory o0Te Kamola pootacia Pvaung -> OAn n QuUOLKN pvAun eivat dtabeotun.
o Xuvémela: Aev vrtapyxouv segmentation faults (o0te kernel oops), av kATt tdetl otpaBd, SOOKOAO
va TO EEPOULLE.

thanos@thanos-X240

519788 segmentation fault (core dumped)

e Asevunapyel otoifa (stack), kat kapia dAAn dopr 6edopevwy €toun.
e Aev pmopoUpe va xpnotpotmotncouvpe tnv BLBALoBNRKN TG C.

o  Omola cuvaptnon BEAOLPE va XPNOLUOTIOL|OOVKE, TIPETIEL VA TNV UAOTIOLCOULE.



Booting

Awadikacia Booting yla to Raspberry Pi:

e H GPU tpexel mpwTtn Kat apytkorolei to hardware.
e Wayvel va Bpel eva apxeio oto /boot directory Tng kdptag SD, ou apyilel pe kernel kat
TeAewwvel oe . img (O custom kernel compiled kat o binary popen).
e dopTwvel ToV TUPHVA oTNV KATAAANAN dtevBuvon kat Eekivael n CPU va ekteAel eVTOAEG amo
ekeivn tnv dtevBuvon.
o  Ta 32-bit kernels, kernel poptwvetat otnv ditevbuvon: 0x8000
o  For 64-bit kernels, kernel poptwvetal otnv dtevbuvon: 0x80000

thanos@thanos-X240 boot

bcm2708-rpi-b.dtb bcm2709-rpi-2-b.dtb bcm2711-rpi-4-b.dtb fixup4.dat fixup_x.dat start4db.elf start_x.elf
bcm2708-rpi-b-plus.dtb bcm2710-rpi-2-b.dtb bcm2711-rpi-cm4.dtb fixup4db.dat 1issue.txt start4.elf
bcm2708-rpi-b-revi.dtb bcm2710-rpi-3-b.dtb bootcode.bin fixup4x.dat start4x.elf

bcm2708-rpi-cm.dtb bcm2710-rpi-3-b-plus.dtb cmdline.txt fixup_cd.dat LICENCE.broadcom start_cd.elf
bcm2708-rpi-zero.dtb bcm2710-rpi-cm3.dtb COPYING. linux fixup.dat start_db.elf
bcm2708-rpi-zero-w.dtb bcm2711-rpi-400.dtb fixup4cd.dat fixup_db.dat start4cd.elf start.elf




1o Xtadio kernel - Setup C environment %1
Q
g
Ma tnv ekTEAEON TOL KWOLKA Pe KaTtaAAnAa dikalwpata yia To Pi 4, xpelaletat: Z
e Naopicovpe pévo evav CPU Core (Core 0) va ekTeAel EVTOAEG.
e NaewoeAboupe o Exception Level 1 - Rich OS.
Stack Growth
Stack
[a va €xoupe €va Bactko meptBANAoV yia va ypdyoupe Kwdika C xpeldletat.  “space — l
e Naopioovpe tnv otoifa (stack). — free space
Address
e Na pndevicoupe to Block Starting Symbol (BSS) segment. Space e T Growth
o  Xwpog global petaBAntwy mov dgv €xouv apxlkomolnOei. Ugln;:m‘zte;fbg:;a
e Na petagpepoupe tnv ekTEAEON 0 C KWALKA: e
o  Juvaptnon kernel_main() Code Seumsnt (dou)

Code Reference: /arch/armvé6/boot.S, /arch/armv8-a/boot.S

Increasing privilege

*



20 Xtaduwo kernel - Zepiakn Emukowwvia UART

Apov exoupe pmet oe C KwOLKA TIAEOVY, YLa VA UTIOPECGOUVHE VA EXOVUE
aAAnAemidpaon pe Tov mupnva, XPELalOPacTe £va JECO ETLKOLVWVIAG:

e UART: AcUyxpovn O€LplaKn EMLKOLVWVia xpnolgomolwvtag d0o cuVOEDELG:
o 'Eva akpo Rx, To omoio AapuBdvel oslplakd dedopéva.
o 'Eva dakpo Tx, To omoio petadidel osiplaka dedopeva.

fritzing
‘Emelta prmopoupe va dlaBacoupe Kat va ypAWou e Eva XapakTAPa oTnV OELPLAKN KOVOOAQ,
Xpnolomolwvtag Tiq uart_getc(), uart_putc().

e uart_getc(): Mepuevel yexpt va eivat €toun n UART va AdBel, kat dtaBddet evav xapaktnpa.
e uart_putc(): MNepiuevel pexpt va eivat etowun n UART va oteiAel, Kal OTEAVEL Evav XApaKTHPA.

MAEoOV UTOPOUPE VA EKTUTIWCOVE €vav string otnv oglplakn KovooAaq, Kal va dovpe tnv €€0do Tou:

Hello kernel world!

Code Reference: /include/peripherals/uart.h,
include/kernel/uart.h, /src/kernel/uart.c




Interrupts - Vector Table (ARMv6 vs. ARMv8)

Kal ot Vo olkoyeveleg ARM emne€epyaotwy opiouv
Katnyopieg dtakomnwy, eotiddovpue otov ARMv8 kal ti¢ 4
Katnyopieg tou:

e Synchronous Interrupts
o ALOKOTIEG TIOU TIPOKAAOUVTAL ATIO EVIOAEG TIOU
eKTEAOLVTAL.
o  Onwg software interrupts, 6Tav MPEMEL va EKTEAECEL
Kwdlkag pe vpnAotepa dikatwpara.
e IRQ
o  Otav mpokAnBei e€wtepikn dlakoty), XaunAng
TPOTEPALOTNTAG.
e FIQ
o Otav mpokAnBei eEwtepikn dlakormn, VYPNANg
TPOTEPALOTNTAG.
e System Error
o Otav mpokAnBei opAApa ano eEWTEPLKES HLAKOTIEG.

O TPOTOC TOL EEUTINPETOLVTAL AUTEG OL OLAKOTIEG
elval peow tou Vector Table.

Vector Table:

Koppadtt kwdika oatnv apxn tTng yvAung, omou
neptAappBavel evtoAeg branch oto katdAAnAo
handler yla tnv dlakortr Tov MPOKANBNKE.

0x180 SError
0x100 FlQ
0x080 [MI[:e]

VBAR_ELn + 0x000 RESETEIGHIIE



30 Xtadio kernel - Handling Interrupts

Handler for
Application code specific source

O€Aoupe va dLaxelpLOTOVHE TIPOG TO TIAPOV

Top-level handler

povo ta IRQ interrupts.
o  ARMve6: IRQ
o ARMvS8: ELTh IRQ

Opic¢oupue to Vector Table yla kabe
APXLTEKTOVLKH, OTIOL 0 KABe dlevBuvon Interrupt Handler:

KaAhoULpe tov kataAAnAo handler:

’ e J>Tnveiocodo evog handler, cwlovpe 6AoOUC TOLG
o  Handler yia IRQ dtakormeg anod tov C Kwdka.

, , , KATAXWPNTEG
o  Error Handler yla 6Aeg Tig¢ aAAeg Slakomeg.

e XTnve€odo tou handler Toug emavagePoLpE.

Code Reference: /arch/armv6/entry.S, /arch/armv6/irq.S, /arch/armv8-a/entry.S, /arch/armv8-a/irq.S, /include/kernel/irq.c



40 Xtadwo kernel - Timer =

O£A\oupe va Xpnotpomnotoovye Toug Timers Twv Pi pe dtakomeEg, yia va prmopolue va
TIEPLUEVOUE AoLYXPOVQA, EKTEAWVTAG TAVTOXPOVA AAAO KOPHUATL KWOLKA.

H Aettoupyia tou timer ival n €€Ng:

e Ymdpyel evag free-running counter IOV HETPAEL GUVEXWSG.
e O¢toupe pia TR (o xpdvog ov BEAOLUE va IEPLUEVOLE) 0 KATAAANAO
KATaXwpenTh Kat otav ¢TAceL oTnv Tdn avtn o free-running counter, mpokaAei pLa
IRQ Stakomn.
e Xtov handler yia ta Timer interrupts:
o AnAWVOULUE OTL XELPLOTAKAKE TNV SLAKOTI) 0TOV KATAAANAO KataxwpenTh.
o  Avavewvoupe TnVv TIPN Tou free-running counter tov.

o  Opi¢oupe TNV TIPA TIOL BEAOULPE PEXPL TNV EMOPEVN SlakoT).

Code Reference: /include/peripherals/timer.h, include/kernel/timer.h, /src/kernel/timer.c

10



50 Xtaéio kernel - GPIO Pins / LED

Ataxeipton General Purpose 10 (GPIO) Pins Twv Boards:

e [laBeowpo High n Low twv Pins.

e [la kKaBoplopod TG Asttovpyiag Twv Pins
o Input
o  Output
o Alternative Functions

YAoTtoinon cuvapTnoEWY yla XELPLOUO:

e LED og GPIO pins.
e Onboard LED ndvw oo Pi.

GPIO#

NAME

3.3VvDC
Power

GPIO 8
SDAL (12€)

GPIO9
SCL1(12C)

GPIO7
GPCLKO

Ground

GPIO O

GPIO 2

GPIO 3

12

3.3vDC
Power

GPIO 12
MOSI (SP1)

13
14

GPIO 13
MISO (SPI)

GPIO 14
SCLK (SPI)

30

Ground

SDAO
(12C ID EEPROM)

21
22

GPIO 21
GPCLK1

GPIO 22
GPCLK2

23

GPIO 23
PWM1

24

GPIO 24
PCM_FSIPWML

25

GPIO 25

Ground

NAME  GPIO#

5 S,gmi

@ Ground
rouan 19
) | 5 Rxoe(ﬂgn{rs) 16
| = GPIO 1 1

PCM_CLK/PWMO

i = Ground

= GPIO 4

5 GPIOS

38 Ground
i GPIO 6 6
N T T
8 cerem 1
& (12c 10 EEPROM) 31

8 Ground
8w 2

L Ground
8 crio2r 27
&  eouon 28
e

Code Reference: /include/peripherals/gpio.h, include/kernel/gpio.h, /src/kernel/gpio.c, include/kernel/led.h,
/src/kernel/led.c
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Memory Map:
init task stack

60 Xtaolo kernel - Scheduler

) ) ) kernel image
OgAoupe va PriopoupE va eKTeEAOLUE dLaPOpPETIKEG dlepyaanieg concurrently, xwpig va emnpeddetain

pia amo tnv aAAn.

task_struct 1

e Opi¢oupe €va task_struct, mouv €xeL OAEC TIG MANPOPOPIES TIOL XpeLldleTal yia pia diepyaoia. P

task_struct task 1 stack

task_struct 2

cpu_context state priority counter preemptable

4 KB

task 2 stack

e OpiCoupe ocuvvaptnon copy_process(), n omnoia dnulovpyei yla dtepyacia pe oplopa tnv
ouvapTNoN ToL Ba EKTEANEDEL.

e Anulouvpyolpe cuvapthoelg yia allocation kat anteAev8€pwon pviung (4KB page) yia pia

dlepyaoia.

device registers

Code Reference: /arch/armv6/scheduler.S, /arch/armv8-a/scheduler.S, /src/kernel/scheduler.c, src/kernel/fork.c,
/src/kernel/mm.c, /src/kernel/mm.c, /src/kernel/process.c



60 2tadio kernel - Scheduler Ay6piBp0c Scheduler:

Loop Forever:

Anulovpyovpe ocuvaptnon schedule(), n omoia max_counter
, . : t-=
elvat urebBLVN yLa TNV XPOVOSPOHOAOYNON TWV o
dlepyaciwy, n omoia KaAeitat: all tasks:
, : ' , s s (task->state TASK RUNNING task->counter > max counter):
o  Eite amo tnv apxikn diepyaoia (init task) = =
o  Eite amno tov interrupt handler Tou timer, max_counter = task->counter
' . . . t task
ETELTA ATO KATIOLO XPOVO TIOU TOU o
opidoupe. (max_counter

To context switch, mephauBavel tnv e€ng
dladikaoia:

e JWOLPO Kataxwpntwy current dlepyaciag
Kal ETavagopa Kataxwpntwy next Svitch toltaskinextl):
dlepyaoiag.

e O program counter deixvel TIAEOV €KEL IOV
eixe peivel n dlepyaoia 6tTav otapdATnoE.

all tasks:
Increase task->counter

Code Reference: /arch/armv6/scheduler.S, /arch/armv8-a/scheduler.S, /src/kernel/scheduler.c, src/kernel/fork.c,
/src/kernel/mm.c, /src/kernel/mm.c, /src/kernel/process.c
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70 X1taélo kernel - Console

Telog, €xoupe vAomoinon evog BaotkoL console yia:

e AldBacpa €l0060vL amno xpnotn.
e EKTEAEON UTIAPXOVTWY EVTOAWV.
e Epgpavion anoteAeopatwy €€0d0v.

This is a minimal console, type 'help' to see the available commands. (Maximum Input Length: 80)
root@pi-4# help
Available commands:
help:
Prints available commands to the console.
help_led:
Prints available LED commands to the console.
create_procs:

Creates proc_num kernel processes.
run_procs:

Runs the created kernel processes concurrently.
kill_procs:

Kills all created kernel processes.
halt:

Halts the system.
root@pi-4# I

14

Code Reference: src/kernel/console.c, /include/kernel/console.c
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Kernel in ac
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Kernel in action

arm0S initializing...

Board: Raspberry Pi 4
Arch: aarché64

Exception level: EL1
Initializing IRQs...Done
Enabling IRQ controllers...
Enabling IRQs...Done
Initializing LED...Done

This is a minimal console, type 'help' to see the available commands. (Maximum Input Length: 80)
root@pi-4# l




Documentation

Ynapxel avaAuTikd documentation Tou project oe 6vo format.

amOsS

armOs

armoOS o0

Minimal ARM Operating System for the Raspberry Pi - Documentation generated for Pi 4.

Modules

» Modules

Data Structures

Files

Here is a list of all modules:

kernel
entry
entry
lib
stdbool
stdlib
string
printk
console
exceptions
memory
processes
drivers

Code for main kernel function
Exception type values - ARMv6
Exception type values - System Registers - ARMv8-a
Basic C Library

The stdbool.h header

Small subset of stdlib.h

Small subset of string.h

Basic print function

Code for system console

Code for handling exceptions/interupts
Code for managing memory

Code for managing processes

Drivers for Raspberry Pi Peripherals

peripherals Raspberry Pi Peripherals addresses

> 1o GitHub Pages tou GitHub

repository Tou project.

koutr/ armOS

Welcome to the armOS wiki

You can find all available documentation in the Pages Section or the Table of Contents.

Next Page

Author

> 1o Wiki section tou GitHub

repository Tou project.
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https://thanoskoutr.github.io/armOS/
https://github.com/thanoskoutr/armOS/wiki

Links

GitHub Repository: https://github.com/thanoskoutr/armQOS
Wiki Documentation: https://github.com/thanoskoutr/armOS/wiki

Doxygen Documentation: https://thanoskoutr.github.io/arm0S/

Resources

https://qithub.com/thanoskoutr/armOS#resources
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https://thanoskoutr.github.io/armOS/
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